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CONNECTIVITY

Where do we go?
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The rise of (fast) LEO connections

The race started on July 2022 (SpaceX)
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Better connectivity & more
technology
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* Maritime systems are often EOL
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END OF LIFE

* With connections like home, it's no
‘challenge’ for an attacker to get into a
vessel.

Targeted Jmse e st e e o
cyber attacks

* Majority of current attacks comes from
users onboard the vessel. Not external..
yet!
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Rules and
regulations

All vessels larger than 500 GT

* Better protection of both IT & OT

No guidelines, but regulations

Investing in IT and cyber is crucial

Yearly inspections / audits

Class certification
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Costs involved

The need to invest in solid IT and cybersecurity solutions
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Antivirus does Detailed plans on Annual surveys Third party
not comply how to protect a are mandatory involvement is
vessel. (cyber drills) mandatory
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Costs involved

The need to invest in solid IT and
cybersecurity solutions

* Endpoint Protection

« UTM

* NDR

* Vulnerability Management
« MFA

« Awareness training

- SOC




Why take action?

* To avoid longer port stays due to network disruption

* Intenders/ bids customers are asking what YOU are doing
to protect their data.

« Protecting your company data (scandals)
* Responsible for crew data

* To avoid potential claims

Just because it is the right thing to do!




THANK YOU

Youri Hart

CEQO Port-IT




